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T he key to developing any successful data-
base backup and disaster recovery plan is to 
make sure it can be tailored to the needs of 
the business. Not every piece of data needs to 
be available every nanosecond of every day. 
But mission-critical information that must be 
available be available, must really be avail-
able, no questions asked. With Microsoft SQL 
Server 2008, small and mid-sized businesses 
have a variety of options for creating state-of-
the art strategies for ensuring high availabil-
ity and disaster recovery for their databases. 
This article explains why upgrading to SQL 
Server 2008 may help IT sleep better at night.
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Making The Case For SQL  
Server 2008: Database Availability  
& Disaster Recovery  

When database professionals ponder disaster, it’s 
not always an earthquake, hurricane, tornado or 
tsunami that leaves them trembling. Sometimes, a 
disaster in information technology can sound posi-
tively mundane.

“A disaster for me was filling up a drive,” says Grant 
Fritchey, a principal database administrator at a large 
insurance and engineering company in the Northeast. 
“That’s what used to keep me up nights. It’s just one of 
those things that’s difficult to recover from.”

For Fritchey, that nightmare 
was largely resolved when his 
firm upgraded from Micro-
soft SQL Server 2000 to SQL 
Server 2005 and then to SQL 
Server 2008. Still, his point 
is clear: Any database prob-

lem that results in significant 
unplanned downtime – from 
the mundane to the monsoon 
– can be a catastrophe for a 
business. 

In fact, database availabili-
ty, backup and recovery have 

become absolutely critical 
to organizations of all sizes 
in today’s always connected, 
ultra-competitive business 
environment, where custom-
ers and employees expect to 

be just a click away from the 
information they need. In-
deed, the National Archives 
and Records Administration 
has reported that 93 percent 
of companies that lost their 
data center for 10 days or 
more filed for bankruptcy 
within one year after the 
disaster.

For small and mid-sized 

businesses the challenges are 
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particularly acute because 
they often don’t have the 
in-house IT staff to recover 
quickly when things go askew. 
For this reason, and others, 
small and mid-size businesses 
should adopt state-of-the-
art database technology that 
provides them with the most 
bulletproof solutions for data-
base availability and disaster 
recovery.

In the world of Microsoft 
SQL, that means upgrading to 
SQL Server 2008. With SQL 
Server 2008, Microsoft has 
targeted close to zero down-
time and is offering several 
solutions – in both the Stan-
dard Edition and Enterprise 
Edition – that provide busi-

nesses with innovative ways 
to address database backup 
and disaster recovery needs. 

However, that doesn’t mean 

every business or every appli-
cation has the same require-
ments for database availabil-
ity: A hospital may not be able 
to afford even a nanosecond of 
downtime, while a retail store 
may be able to do planned 
maintenance during hours 
when the store is closed. 

 “For small and mid-sized 
businesses, it is especially 

important to understand what 

the costs are for downtime,” 

says Rick Heiges, a senior 
solutions consultant with Scal-
ability Experts. “How long can 
you afford to be down? How 
fast do you need to get back 
up and running?”

The advantage of upgrading 
to SQL Server 2008 is that 
it offers a variety of options 
so that each business – of 
any size – can build its own 

scheme for database avail-
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BACKUP AND DISASTER RECOVERY:  
KNOW THY BUSINESS

The key to developing any successful database backup 
and disaster recovery plan is to tailor it to the needs of 
the business. For most businesses these days, the cor-
porate database is the foundation for just about every 
mission-critical function – from sales and inventory 
management to human resources and accounting. 
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ability and disaster recovery 
around its own goals. Among 
the features of SQL 2008 that 
offer businesses solutions to 
improve the availability of the 
database and the ability to 
recover from disasters are: 

Database mirroring

Automatic corruption recovery

Failover clustering

Log shipping

Peer-to-peer replication

Regardless of which of these 
features a business chooses, 
by upgrading to SQL Server 
2008 it will be able to reduce 
and minimize downtime, 
either for planned upgrades or 
for unplanned disasters. 

“When you’re picking which 
features are important to you, 
think about what aspects of 
your business are critical and 

have to be up 24-7, and which 
ones aren’t,” says Allan Hirt, 
whose company, Megahirtz, is 
a database consultancy based 
in Boston. “If you’re a small 
or mid-sized business, there 

are probably times when you 
can be down for maintenance. 
Your requirements for avail-
ability may not be the same 
as the Citibanks of  
the world.”

Database mirroring creates 
a second database that is an 
exact copy of the principal 
database. In the synchronous 
edition, changes that are made 
to the principal database are 

automatically synchronized to 
the mirrored database. In the 
asynchronous version, there 
is sometimes a delay in having 
the mirrored database catch up 
to the principal database.

AVAILABILITY  
& DISASTER  
RECOVERY

DATABASE MIRRORING  
FOR HIGH AVAILABILITY

For those business functions that require high levels of 
availability, database mirroring is a compelling feature 
of SQL Server 2008. It was first introduced in SQL 
Server 2005, but it has been upgraded with the latest 
release. In the Enterprise Edition asynchronous data-
base mirroring is available; in the Standard Edition it 
is offered as a single-thread, synchronous function.
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Either version can be critical 
to a successful disaster recovery 
plan. If the principal server does 
go down, the mirrored server 
becomes active immediately 
and the database doesn’t suffer 

any downtime. For this reason, 
most experts recommend that 
the mirrored database be locat-
ed at a separate location, away 
from the principal database. 

In addition, database mir-

roring can be used to reduce 
downtime for scheduled main-
tenance and for the application 
of service packs. NewsGator 
Technologies, a content ag-
gregator and SaaS (Software as 
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CareGroup Healthcare System, based in Boston, is 
the corporate parent of four hospitals. It hosts its data 
on 390 databases on 30 instances of SQL Server. The 
organization recently upgraded to SQL Server 2008 
and published a report around best practices to design 
and manage end-to-end disaster recovery using Mi-
crosoft SQL Server Reporting Services (SSRS). This is 
an enterprise-level deployment, but the concepts apply 
to businesses of all sizes. The following best practices 
were taken from that report:

1. THE PRIMARY DATA CENTER AND THE DI-
SASTER RECOVERY SITE SHOULD BE IDENTI-
CAL—or at least very similar—so the disaster recovery 
site can handle the load of the primary data center. All 
of this should be transparent to the user. 

2. THE DISASTER RECOVERY SITE SHOULD BE 
IN A SEPARATE GEOGRAPHIC LOCATION so 

all traffic from the primary data center can be redi-
rected to the alternate site with a minimal disruption to 
service. 

3. FOR MISSION-CRITICAL SYSTEMS, YOU 
SHOULD USE A SERVER-FOR-SERVER DUPLI-
CATION OF RESOURCES. For non-critical func-
tions, you can utilize fewer resources, such as less 
powerful servers or even fewer servers.

4. USE A CONTENT SWITCH TO LOAD-
BALANCE TRAFFIC within the individual sites. 
At CareGroup Healthcare, there is a fiber link 
between the primary data center and the disaster 
recovery site.

5. USE ASYNCHRONOUS DATA MIRRORING to 
ensure that the database within the disaster recovery 
site is up to date.

BEST PRACTICES IN DATABASE DISASTER RECOVERY
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a Service) company based in 
Denver, was able to use data-
base mirroring to successfully 
move 4 terabytes of data to a 
new storage area network in a 
faction of the time required in 
the past.

“Normally this would have 
caused us to be down for 
several hours,” says Glenn 
Berry, a database architect at 
NewsGator. “When we did it 
this time, we were down for 15 
seconds.”

Database mirroring also 
improves uptime for sched-
uled maintenance. “We used 
to use failover clustering 
when we had to do scheduled 
maintenance,” Berry adds. 
“With failover clustering there 

was a shared point of failure 
for storage. Now we’ve got a 
second copy of the data on the 

mirror. One of the big reasons 
we moved over to SQL Server 
2008 was to take advantage of 
database mirroring. It’s a good 
technology to be on.”

Another new feature that is 
available as a database mirror-
ing function in both the Enter-
prise Edition and the Standard 
Edition of SQL Server 2008 is 
Automatic Corruption Recov-

ery From Mirror, according 
to Microsoft.This function  is 
new to SQL Server 2008 and 
is also aimed at increasing 
uptime and reducing database 
errors. It flags errors in both 
the principal database and the 
mirrored database and, basi-
cally, requires that the errors 
be fixed before continuing 
with the mirroring session.
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MORE OPTIONS FOR SMALL  
AND MID-SIZED BUSINESSES

For many small businesses and mid-sized businesses, 
automatic failover clustering is a great solution for da-
tabase availability and disaster recovery. With shared 
clustering if one server fails another server takes over its 
functions automatically. This prevents data loss and in-
creases uptime. It also enables speedy disaster recovery, 
particularly if the two servers are in separate geographic 
locations, a new feature available in SQL Server 2008.
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history and status of backup 
operations and restore opera-
tions. The monitor server can 
also raise alerts if these opera-
tions fail to occur as scheduled. 

Finally, for high availabil-
ity and disaster recovery 
functions, SQL Server 2008 
offers peer-to-peer replica-

tions, which allow 
databases to repli-
cate each other. This 
is another feature 
that has been en-
hanced in SQL 
Server 2008. The 
major change is that 

businesses can now add new 
servers to the organization 
without having to take the 
database offline. This, again, 

enhances availability for the 
entire database and makes it 
easier to manage.

Edition. This is a feature that 
also supports backup as well 
as disaster recovery functions.

With log shipping, transac-
tion log backups are automati-
cally sent from a primary data-
base on a primary server to one 
or more secondary databases 
on separate secondary serv-

ers. The transaction log back-
ups are applied to each of the 
secondary databases individu-
ally, according to Microsoft. 

Businesses can also install an 
optional third server, called the 
monitor server, to record the 

“People used to complain 
that this was available in the 
Enterprise Edition only,” says 
Hirt. “Now you get clustering in 
the Standard Edition up to two 
nodes. It’s pretty powerful now: 
You get database mirroring, 
clustering and a lot of scalability 
features right out of the box.”

Log shipping, like data mir-
roring, is a feature that was 
first introduced for SQL 
Server 2005 and has been up-

graded for SQL Server 2008. It 
is available both on the Enter-
prise Edition and the Standard 

The major change is that businesses 
can now add new servers to the orga-

nization without having to take the 
database offline. This, again, enhances 

availability for the entire database 
and makes it easier to manage.
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beyond measuring – you’ll get 
database mirroring and dy-
namic management views. It’s 
a huge, huge difference. When 
I’m working in 2008 I find it 
difficult to go back and work 
on 2000 because of all of the 
differences.”

As for the nightmares that 
used to keep Fritchey awake – 
filling a disk drive, or, worse, 
filling the log file? He’s over 
them when he works in SQL 
Server 20008. “Now you can 
detatch the databases and 
start up the system in such a 
way as to remove the problem. 
Believe me, it’s not as scary as 
it used to be.” !

“Upgrading to SQL Server 
2008 is a huge win, particu-
larly if you’re on 2000,” says 
Fritchey, the database admin-
istrator at the large insurance 
company. “The win there is 

Each business has to make 
that determination on its 
own, based on the needs of its 
customers and employees. The 
key is, by upgrading to SQL 
Server 2008, any business will 
have access to the 
latest state-of-the art 
database features for 
high availability and 
disaster recovery. 

NO MORE NIGHTMARES?

“When you think about disaster recovery for small and 
mid-sized businesses, you really have to think about 
what the costs are for downtime,” notes Heiges of Scal-
ability Experts. “ You can do recovery natively, just us-
ing standard backup and recovery techniques. Or you 
can look at backing up the business as it transacts going 
forward – every 15 minutes do a lot backup and ship 
it over to another server at another site. It’s the cost of 
downtime that’s going to drive that.”
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By upgrading to SQL Server 2008, any 
business will have access to the latest 
state-of-the art database features for 

high availability and disaster recovery. 
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